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1. Giéi Thiéu

Trong bdi canh chuyén ddi sb dién ra manh mé, co s&
dr liéu gilr vai tro trong tdm trong hau hét cac hé théng
thong tin hién dai, ddm nhan chic nang luu trir, xtr 1y va
truy xuét dix liéu phuc vu cho hoat dong cua td chrc.
Trong s6 céc hé quan tri co sé di li€u quan hé
(RDBMS), Microsoft SQL Server la mét trong nhitng
nén tang dugc g dung rong rii nho kha ning tich hop,
hiéu ning cao va ho tro toan dién cho doanh nghiép &
nhiéu quy mé khac nhau.

Tuy nhién, cing véi sy gia ting vé khdi lugng va mirc
d6 phurc tap cua dir liéu, cac mdi de doa bao mat ddi véi
hé thdng co so dir lidu ciing ngdy cang da dang va tinh vi
hon. Céc hinh thirc tin cong nhu SQL Injection, truy cap
trai phép, khai thac 16 héng trong ciu hinh hodc truyén
tai dir liu khong an toan c6 thé gdy hau qua nghiém
trong, dan dén ro ri thong tin, thi¢t hai tai chinh va suy
giam uy tin t chirc.

Béo mit co s¢ dit liéu khong chi 1a vin dé ky thuat
thuan tay ma con 1a mot yéu td chién luge trong quan tri
i ro va tuan thu quy dinh vé an toan thong tin. Dac biét,
dbi v6i cac t6 chirc phu thudc nhidu vao SQL Server
trong van hanh va quan ly dit liéu, viéc thiéu co ché bao
mat phit hop c6 thé khién hé thdng d& bj ton thuong
trude cac cudc tin cong mang ngdy cang tinh vi.

Trudce thuc t& do, bai bio nay hudng dén danh gia cac
16 hong bao mat phd bién trong méi trudng SQL Server,
dong thoi d& xuat cac giai phap k¥ thuat va thuc hanh tot
nhit nhim ting cuong muc do an toan va bio vé toan
dién dir liéu. Nghién curu ky vong mang lai cai nhin hé
thong, gitp cac to chirc ning cao ning lyc phong thi va
quan tri an ninh thong tin trong hé quan tri SQL Server.

2. Cac 16 héng bio mat thwomg gip trong SQL
Server

Bét chdp cac tinh ning bao mat dugc tich hop sin,
SQL Server van chiu rai ro tir nhidu 15 héng do cau hinh
kém, sai sot trong thiét ké ung dung, hodc do thiéu quy
trinh quan tri pht hgp. Phan nay trinh bay cac nhom 16
hong thudng gip, kém vi du minh hoa va hé qua thyc té.

2.1 Xic thwe va phin quyén yéu kém

He¢ thong xac thyc va phan quyén 1a 16p bao vé co ban
nham dam bao chi nhitng chu thé dugc uy quyén méi co
kha nang truy cap va thao tac trén dit li¢u. Tuy nhién, cac
thuc tién kém nhu sir dung mét khéu yéu, chia sé tai
khoan, khong ap dung nguyén tic quyén tdi thidu (least
privilege) hodc khong thu hdi quyén khi nhan sy thay
dbi, déu tao didu kién cho ké tan cong khai thac va leo
thang dic quyén. Mot tai khoan ¢6 quyén cao (vi du:
sysadmin) bi xdm nhap c6 thé dan t6i viée toan bo co sd
dir liéu bi chiém quyén hodc dit liéu bi x6a/d6i. Nhirng
rii ro nay thuong xuat phat tir thiéu chinh sach quan ly
mat khéu, khong trién khai xac thuc tich hop

(Windows/AD) hoic thiéu co ché xac thuc da yéu té cho
cac tai khodn quan trong.

2.2 T4n cong SQL Injection

SQL Injection (SQLA) 1a mét trong cac mbi de doa phd
bién va ¢6 tinh tan pha cao ddi voi cac hé quan tri co s&
dir liéu. Ké tin cong loi dung viéc xir Iy dau vao khong
an toan tai 16p tmg dung dé chén hodc thay ddi cau lénh
SQL, tur d6 truy xuét, chinh stra hoac x6a dur liéu trai
phép, thdm chi thyc thi 1€énh hé théng thong qua cac ham
mé rong. Nguyén nhan chinh thudng 1a do xay dung truy
véan dong nbi chudi (string concatenation) thay vi su
dung truy vén tham s6 hoa (parameterized queries) hodc
stored procedures an toan.

Truy van trén — khi nhan dau vao khong kiém soat —
¢6 thé tra vé két qua hop 1¢ ma khong can mat khau, dan
td1 dang nhap trai phép.

2.3 Ld héng trong truyén tai dir liéu

Dir liéu truyén qua mang gitta may cha SQL va tng
dung khach c6 thé bi chin bat (sniffing) hodc thay dbi
néu khong dugc bao vé bang kénh an toan. Viéc khong
sir dung SSL/TLS hodc ciu hinh sai cac chung chi, két
ndi khong riéng tu (unencrypted) s€ mé ra kha ning tan
cong MITM (man-in-the-middle), ddc biét nguy hiém khi
dir lidu truyén tai chira théng tin nhay cam nhu sb tai
khoan, mi s6 dinh danh hodc thong tin ca nhan.

2.4 Thiéu kiém toan va giam sat

Kiém toan va giam sat 1a thanh phan thiét yéu dé phat
hién, phan tich va phan ung kip thoi voi cac su kién bao
méat. Nhiéu t6 chirc tit hoic khong cau hinh ddy du cac
tinh ning audit/logging trong SQL Server, khién viéc
phat hién cac hoat dong bét thuong (vi du: truy van dit
liéu nhay cam ngoai gid, dang nhap that bai 1ap lai, thay
d6i quyén) tré nén kho khan. Thiéu lich st hoat dong
con can trd qua trinh diéu tra sy c6 va tuan thu cac yéu
céu phap 1y.

2.5 Céu hinh sai cac thiét 1ap bao mat

CAu hinh mic dinh hodc viéc bat cac tinh nang khong
can thiét (vi du xp_cmdshell, dich vu SQL Server
Browser mé céng UDP, quyén qua rong cho tai khoan
dich vy) tao ra bé mat tn cong 16n hon. Céc sai sét trong
cAu hinh mang, firewall, hodc quyén hé théng tap tin
cling gbp phan lam ting kha nang bi xAm nhap. Mot sb
tinh nang, néu dugc kich hoat khong than trong, cho
phép ké tn cong thuc thi 1énh hé théng hodc leo thang
quyén tir SQL Server 1én hé diéu hanh.

2.6 Tong két ngin vé cac 16 hong

Nhitng nhém 16 hong néu trén thudng xuyén xuat hién
ddng thoi trong cing mot hé thdng, khién rui ro ting 1én
theo cAp sb nhan. Viéc chi khic phuc mot diém yéu don
1¢ thuong khong du — can tiép can toan dién, két hop k§
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thudt (ma hoa, kiém soat truy cap, audit) va quan tri
(chinh sach mat khéu, quan ly tai khoan, cip nhat ban
va). Phan tiép theo sé trinh bay cac thyc hanh t6t nhat va
ky thuat bao mat tién tién nham giam thiéu cac 16 hong
nay.

3. Thwc hanh bao mit SQL Server

Bdo mat trong SQL Server can duoc tiép can theo
nguyén tic “phong ngtra nhidu 16p” (defense in depth),
trong d6 mdi 16p bao vé doc lap hd tro va cing c¢b 1an
nhau. Céc bién phap k¥ thuat dudi day dugc xem 1a thuc
hanh tt nhit (best practices) nhdm giam thiéu rui ro tir
cac 16 hong da néu, dong thoi dam bao tinh toan ven, bao
mat va kha dung ctia hé thdng co so dit liéu.

3.1. Xac thue va phan quyén chit ché

Co ché xac thyc 1a tuyén phong thii dau tién quyét dinh
quyén truy cap hé thong. SQL Server hd trg hai phuong
thirc: Windows Authentication va SQL  Server
Authentication, trong dé6 nén uu tién Windows
Authentication hodc Active Directory (AD) dé tan dung
chinh sach mat khiu manh, xac thyc da yéu t6 (MFA) va
quan ly tap trung. Thuc hanh t6t gém: bat MFA cho tai
khoan quan tri, ap dung nguyén tic phan quyén tdi thiéu,
ra soat va thu hoi quyén dinh ky, tranh ding tai khoan
SA trong van hanh.

3.2. Mi héa dir liéu & moi cAp dd

Mi héa (Encryption) 14 co ché bao vé dit liéu ngay ca khi
bi truy cap trai phép. SQL Server hd trg nhiéu 16p ma
héa nhu Transparent Data Encryption (TDE) dé ma hoa
toan bg co so dir liéu, Always Encrypted dé ma hoa dix
liu & cép cOt ngay tu phia tng dung khach, va
Connection Encryption (SSL/TLS) dé bao vé dir liéu khi
truyén tai. Thyc hanh tot gdm: bat TDE cho co sd dit liéu
nhay cam, dung Always Encrypted cho thong tin ca nhan
hodc tai chinh, bit budc két ndi dung TLS 1.2 trd 1én, va
luu khoa ma hoa trong Azure Key Vault hoac HSM.

3.3. Cap nhat va va 15 hdng dinh ky

Cap nhat va va 156i (Patch Management) 1a yéu t6 quan
trong gitp duy tri hiéu suit va bao mat hé thong. Cac ban
cap nhat tu Microsoft khong chi cai thién hi¢u ndng ma
con khic phuc 16 hong nghiém trong — nhiéu cudc tin
cong xady ra do h¢ théng chua duoc va kip thoi. Thuc
hanh t&t gdm: thiét 1ap lich cap nhat dinh ky, kiém tra
tuong thich trudc khi trién khai, ding SQL Server
Update Management hoic WSUS dé tyr dong quan 1y ban
va, theo doi canh bao tir Microsoft Security Response
Center (MSRC) va dam bao ban va Windows dong bo
v6oi SQL Server.

3.4. Cing co va tang cwong bao mat mang va firewall

Bédo mat mang (Network Security) 1a 16p phong thu
quan trong cho SQL Server trong méi trudng mang phirc
tap, noi ké tan cong co thé quét cong hodc khai thac dich
vu tir xa. Thyc hanh t6t gdom: gi6i han truy cap chi tir
IP/subnet dang tin cay, tat dich vu khong can thiét nhu
SQL Browser, dung VPN hodc Azure Private Link cho
truy cap tir xa, bat Windows Firewall va chi mé port can
thiét (mac dinh 1433/TCP), dong thoi 4p dung Network
Security Groups (NSG) trong moéi truong dam may.

3.5. Kiém toan va giam sat an ninh

Kiém toan (Auditing) gitip ghi nhan moi hoat dong truy
cap va thay doi trong co so dir lidu, hd tro phat hién va
ngin chin hanh vi bat thuong. SQL Server cung cép cac
cong cy nhu SQL Server Audit, Extended Events, va
Policy-Based Management. Thyuc hanh t6t gdm: bat SQL
Server Audit dé theo ddi ding nhap va thay d6i dir liéu,
tich hop log v6i hé thong STEM (nhu Microsoft Sentinel
hodc Splunk), thiét 1ap canh bao cho hanh vi dang ngo
(dang nhap that bai, truy cdp ngoai gio, thay dbi quyén),
va dinh ky phén tich nhat ky dé phat hién xu hudng tan
cong.

4. Cac ky thuét bao mat
4.1. Bao méit cip hang (Row-Level Security - RLS)

RLS cho phép ap dung céac chinh sach truy cap tuy
chinh cho tirmg hang dit lidu, giup kiém soat chi tiét hon
va giam thiéu nguy co truy cap trai phép.

Vi du: Trong mét h¢ théng quan ly nhan sy, nhan vién
chi ¢6 thé xem dix liéu cé nhan cta ho, trong khi quan ly
¢6 thé xem thong tin cua toan bd nhan vién. Cach trién
khai Row-Level Security trong SQL Server nhu sau:

Buérce 1: Tao bang dir liéu

CREATE TABLE EmployeeData (

EmployeelD INT PRIMARY KEY,
EmployeeName NVARCHAR(100),
Department NVARCHAR(50),
ManagerID INT

)}.

Buwoc 2: Tao ham bao mdt

CREATE FUNCTION

dbo.fu_RLS EmployeeSecurity(@ManagerID INT)

RETURNS TABLE

WITH SCHEMABINDING

AS

RETURN

(

SELECT 1 AS AccessResult
WHERE @ManagerID = USER_ID()
OR USER _ID() IN (SELECT ManagerlD FROM
EmployeeData)

)}.

Buéce 3: Tao chinh sach bao mat.

CREATE SECURITY POLICY
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EmployeeSecurityPolicy

ADD FILTER PREDICATE

dbo.fu_RLS EmployeeSecurity(ManageriD)

ON dbo.EmployeeData

WITH (STATE = ON);

Budc 4: Kiém tra hoat dong

Khi nhan vién dang nhip va truy vdn bang
EmployeeData, SQL Server chi tra vé dit liéu tuong ung
voi tai khoan cua ho.

Ngudi quan ly co thé truy cép toan b dir liéu cua
nhan vién duéi quyén ma khong can quyén truy vin bd
sung.

4.2. Always Encrypted trong SQL Server

Always Encrypted 1a co ché mad hoa cép cot dugc
Microsoft gidi thi¢u tr SQL Server 2016, cho phép di
liéu dugc ma hoa va giai ma ngay tai ung dung khach
(client) thay vi tai may chu. Cach tiép can nay giup dam
bao dir li¢u luon ¢ trang thai ma hoa trong qua trinh luu
trix, xtr 1y va truyén tai, ké ca khi co s¢ dit liéu bi truy
cap trai phép.

Nguyén ly hoat dong

Always Encrypted st dung hai loai khoa:

Column Master Key (CMK): luu trit an toan trong kho
khoa ngoai (nhu Windows Certificate Store hoac Azure
Key Vault).

Column Encryption Key (CEK): dugc SQL Server
quan 1y va ma hoa bang CMK.

Ung dung khach st dung trinh diéu khién (driver) hd
trg Always Encrypted dé md hoa dit liéu trude khi guri
dén SQL Server va tu dong giai ma khi nhan lai két qua,
giup DBA hodc tin tdc khong thé doc dir liéu & dang ro
(plaintext).

4.3. Phat hién va ngin chin tin cong tw dong trong
SQL Server

Trong moéi truong van hanh hién dai, SQL Server
thudng 12 muc tiéu cua nhiéu dang tin cong ty dong nhu
SQL Injection, Brute Force Login, hay DoS/DDoS, gay
ton that nghiém trong vé dir liéu va hi¢u suat hé thong.
bé giam thiéu rui ro, SQL Server dugc trang bi cic co
ché phat hién va phong vé chu dong, cho phép giam sat,
canh bao va ngin chin hanh vi tin cong theo thoi gian
thuc.

4.3.1. Microsoft Defender for SQL

La giai phap bao mat tich hgp cua Microsoft Azure,
Defender for SQL stir dung cong nghé phan tich hanh vi
va hoc may dé:

- Phat hién hoat dong bét thuong, chéng han
nhu truy véan doc hai hoac SQL Injection.

- Ty dong giri canh bao va dé& xuit bién phap
khic phuyc.

- Phan tich log d& x4c dinh miu tin cong va
d& xuét cai thién ciu hinh bao mat.

Nho kha nang hoat dong thoi gian thuc, cong cu nay
gitp to chirc phat hién som mdi de doa va giam dang ké
thiét hai tiém tang.

4.3.2. Kiém soat truy cip mang (Firewall va Network
Security)

SQL Server c6 thé bi khai thac néu mé truy cap tir dia
chi IP khong tin cay. Can ap dung co ché loc mang, VPN
hodc Azure Private Link dé bao vé két ndi.

Vi du: Gidi han truy cap SQL Server chi tr mang ndi
bd bang cach cau hinh twong lia:

EXEC sp_set_firewall rule

@name ='Allow_Only Office IP',
(@start_ip_address ='203.0.113.10",
@end_ip_address ='203.0.113.10";

Céu hinh nay gitip ngan chin truy cap trai phép tir bén

ngoai to chirc.

4.3.3. Phong chéng SQL Injection

Mot trong nhitng phuong phap hi¢u qua nhét 1a tham
s6 hoa truy vén thay vi ndi chudi dong.

Khong an toan:

EXEC('SELECT * FROM Users WHERE Username
="'+ @username + "' AND Password ="' + @password
+);

An toan hon:

CREATE PROCEDURE ValidateUser

@username NVARCHAR(50),
@password NVARCHAR(50)
AS
BEGIN
SELECT * FROM Users
WHERE Username = @username AND Password =
@password;

END;

Ngoai ra, bt SQL Server Audit dé ghi nhin cac
truy van nghi ngo:

CREATE SERVER AUDIT SQLInjectionAudit

TO FILE (FILEPATH ='C:\AuditLogs\");

ENABLE SERVER AUDIT SQLInjectionAudit;

4.3.4. Phit hién truy cap bat thwong va tin cong
Brute Force

Céu hinh Audit giup phat hién hanh vi dang nhap thit
bai 1ap lai hoic thay dbi quyén trai phép.

CREATE SERVER AUDIT FailedLoginAudit

TO FILE

(FILEPATH ='C:\AuditLogs\FailedLogins\");

CREATE SERVER AUDIT SPECIFICATION
FailedLoginsSpec

FOR SERVER AUDIT FailedLoginAudit

ADD (FAILED LOGIN_GROUP);

ALTER SERVER AUDIT  SPECIFICATION
FailedLoginsSpec WITH (STATE = ON);
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Khi ¢6 nhidu lan ding nhap thit bai tir mot IP la, hé
thdng co thé tu dong khoa tai khoan hodc giri canh bao
cho quan tri vién.

4.3.5. Giam sat nhat ky bing hé théng SIEM

Tich hop SQL Server voi SIEM (Security Information
and Event Management) nhu Microsoft Sentinel, Splunk
hodc QRadar cho phép:

- Thu thap va phan tich log tép trung.
- Phat hién tan cong phdi hop hoic c6 tinh chudi.
- Tu ddng tao canh béo va thuc thi phan ung.

Vidu: EXEC xp_readerrorlog 0, 1, 'Login failed';

Dit liéu nay c6 thé dugc giri dén SIEM dé xéac dinh cac
IP hoic tai khoan nghi van.

5. Kétluan

Béo mét co s& dit liéu 1a mot thanh phan trong yéu
trong viéc dam bao an toan thong tin va duy tri tinh toan
ven cua hé théng dr liéu doanh nghi¢p. Thong qua qua
trinh phén tich cac 16 héng phd bién trong SQL Server —
bao gom xéc thyc yéu, tin cong SQL Injection, cau hinh
sai, va thiéu co ché kiém toan — nghién ctru nay cho thiy
rii ro bao mat chu yéu khong chi dén tir cong nghé, ma
con tir quy trinh quan tri va y thitc van hanh cta con
nguoi.

Bai bao da trinh bay mot hé thong cac giai phap ky
thuat va thuc hanh t6t nhit nhim ting cudng bao vé dir
lidu trong SQL Server, nhu xac thuc da yéu t6, ma hoa
dir liéu da lop, kiém toan va giam sat an ninh, cung cac
ky thuat tién tién nhu Row-Level Security (RLS) va
Always Encrypted. Ngoai ra, viéc tich hop Microsoft
Defender for SQL va hé théng SIEM giup nang cao kha
ning phat hién, ngin chin tin cong ty dong va giam
thiéu rui ro tiém an.

Tir goc d6 ing dung, nghién ciru nhin manh ring bao
mat co s& dir liéu cAn dugc trién khai theo md hinh
phong tha nhiéu 16p (Defense in Depth), két hop giita
cong nghé, quy trinh quan ly va dao tao con nguoi.
Trong tuong lai, cac huéng nghién ctru tiép theo co thé
tap trung vao Ung dung tri tué nhén tao (Al) va hoc may
(Machine Learning) trong gidm sat hanh vi truy cép, phat
hién bét thudong va ty dong hoa phan ting bao mat trong
moi truong SQL Server.
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